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Abstract

Cyber Terrorism "a comparative study"

Prepared by: Alzaben Badra

Supervised by: Dr. Obeid Emad

This study relates generally to the terrorism, that crime which is known by
its danger, and its big impact on society and on people’s lives. Its effects have
appeared throughout history, which caused the death of millions of innocent
people, destroyed communities, and ignited wars. This crime knows no
boundaries, and no mercy in the hearts of the perpetrators, and do not distinguish
between old or young, or between a male and female. A kind of crime which is
not based on principle or religion, it has varied and evolved ways to commit, and

many perpetrators, and numerous goals.

This study examines one of the emerging ways of terrorism, the cyber-
terrorism, By the appearance of the Internet, and the evolution of technology in
various areas in the world, perpetrators have become using new technology to
execute their crimes, which led to emerge various crimes that committed through
the Internet or electronic means, also new types of crimes committed against

these means itself appeared.



As the case for the various traditional crimes which appeared, new
electronic crimes similar to them, for example, phishing and theft across internet.
this happened to terrorism where emerged what is known as cyber—terrorism,
This type of crime is primarily a terrorist crime in the traditional sense, but it is
done through technological means, where the offender in this crime uses the
Internet and modern technology to commit crime or contribute, either as a crime,
or a tool to make the commission of the crime, or to reduce concealment effects,
or to check the elements of communication and planning between the
perpetrators and other possibilities. Or it may be that electronic means target for
terrorist attacks, so they attack for example, information systems on the network,
or attack the various means of communication, or anything that depends on

technology.

Various communities have begun to suffer from the threat of cyber-
terrorism, as suffered in the past the threat of traditional terrorism, so it began
their efforts to forbid this kind of crimes or reduce it through many ways, and one

these important effort is the legal and legislative confrontation.

These legislative positions are different among countries in dealing with
this crime, especially in the absence of criminal legislation adequate to face
emerging crimes which committed by means of technology or against it, where
some countries use the texts of their traditional penal laws to treat with those
types of crimes, and other countries has amended its legislation to keep pace
with the face of such crimes so it singled out special provisions to address it,

while others singled out special laws to address the crimes of modern technology.



The same thing applies for the crime of cyber—terrorism, but the study
showed that the crime of cyber—terrorism is one of traditional terrorism crime, that
the elements of terrorism crime is available, in terms of staff, and in terms of
place of criminality, and why, and where the element of risk, but as crimes
committed through the through technological or electronic means, or against this

means.

Therefore, this study reviews the crime of cyber-terrorism, from the
traditional definition of the crime of terrorism, and it identifies the causes, forms,
elements of the crime, and its images, then the statement of the relationship
between cyberspace and cyber crime, and terrorism. In this regard, the study
clarifies activities and components of the crime, as a physical element in the
crime of cyber—terrorism, and looking at the mental element of the crime, which

must be available as it is in the case for any other crime.

The study aims to look at ways to combat cyber-terrorism, so they are looking at the current
difficulties, or that may appear in the fight against cyber-terrorism, and work to reach some of the
measures necessary to protect their communities . This led to talk about international efforts to combat

traditional terrorism and cyber-terrorism, both at the level of regional efforts, or national efforts.

In general, the study shows that there is a new way in terrorist crimes, take the means of
technology is a tool to commit, or electronic means to be the target of such acts or offenses. And, they

are very similar with traditional terrorist crimes.

It also uses all available means in the field of cyber space, such as e-mail, websites, means of
various communication, social networking sites, and chat rooms, and in terms of the practice of some
terrorist activities, such as communications, training, and dissemination of information which includes
the nature of exaggeration and intimidation. It also uses some of the means of destruction and
bombings in the field of electronic communications; Flooding messages, planting viruses, and e-bombs,

Trojan horses, and other means.



In the area of counter cyber crimes, the study addresses some of the
agreements, which is discharged into the framework of terrorism and terrorist acts
in general, or in the context of cyber—terrorism, and also some of the legislation
concerning this matter as well, such as the new temporary Jordanian law for

information system Crimes.
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